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KINIME,

There is so much information hidden in the wigly file ofa company web site!In this particular
study, we concentrate on the geolocalization of the IP addrefis@sdownloal the KNIME open
source data analytics platform. The goal is to get an idea of where most of the KidbviEare
located in the world, to set up future community events

First of all, we extract the download data from the Apache \gpfile of the KNIM&veb page. &
restrict these data to the week around Decembeéf B013, when the new version of KNIMES
released. The hypothesis is thduring these daydrequent KNIME users would downloadupdate
to the latest version of the software. Theata extacted from the web log file contaithe IP
addresgsthat connectedo the KNIME web siteor downbad or update

IP addresses are correlated to geographical locatidfter appendingits latitude and longitude
coordimates to each IP addreghie KNIMEOpen Street Map integratiois usedto geolocalize the IP
addresses on a world map.

The gedocalizationof the IP addresses cdie performed for all ther days or day by day on a map
sequence. Such map sequerwan then be translated into a mvie by means of the KNIME Image
Processing extension available from the KNIME Community.

Weblog reading, geolocalization, and image processing are three very interesting and very common
data analytics applications covered in this whitepap&lt. workflows are available on the KNIME
EXAMPLERublic serverin 6008 _WebAnalytics_and_OpenStreetMagnd the KNIME software can

be downloaded fronwww.knime.com

So much of the company work goes into building and maintainQt®eY LJ- y 2 Qa4 ¢So aAdS:
reports, whitepapers, and all sorts other contents. The basic web analytics, such as how many

views, how many visitors, how many clicks, and similar numbers, is usually implemented and made
available within the company by the dgstsor the web site host

However, so much more information is still higdim the web site welhog file! If we could only read
the file and parse it, we could know so much more about web site visitors! The welng file
indeed contains information ajut every single ak and every single request for every single visitor
of the web site.

The sameof course is true for the KNIME web sitdn particular,since KNIME is open source and
people are not forced to leave personal information when downlngdhe tool, we have verspotty
knowledgeabout the KNIMEIsers

While we are not really interested in knowing much more about our users than what they are willing
to share, it could still be interesting to know the geographical distribution of thé/ENIser base.
Thiscould for example helm planningfor KNIMEcommunityevents around the worldndeed, &ull
KNIME user day in a place whéhere are no KNIME useisclearly a waste of time and resources.

In order to get an idea about the geogragdi distribution of theKNIME userswve can turn again to
the site weblog file. There, together witime and type of request, the visitor IP addees also
available More specifically, we are interested in those visitors wiawve downloaded the KNIME
installation file rather than in simple visitor of the web site.
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IP addresses are just sequences of numbers. However, IP addresses can be converted into IP
numbers and specific ranges of IP numbers have been assigned to specific geographical locations.
The map associatingP numberrangesand geographicalocations can be easily found on the
Internet. For examplehttp://www.maxmind.com/en/city offers the location/IP address map both as

a web service andsa csv fileWe downloadedhe csv file from this sitand weuseit in this workto

getmore insight about the KNIME user base geographical distribution.

The analysis goal of this whitepaper is quite cleargather infornmation about the geographical
distribution of the KNIME user base. The next questionbisut the timerepresenation of the
KNIMEdownloads around the world.

There is no doubt that we need to show the distribution of the KNIME tool downloads world
geographical magBut, what about time? We envisioned three mdiitely use cases.

1. A static summary report with all download points on the world map for the selected period
of time

2. A sequence of images, each one showing the download points on the world map for each
minute/hour/day in the selected period of time. This rendering shows the evolution of the
geography oftie user base over time. Suchoéwtion can be observed even bettdy instead
of using a sequence of images, we packghme imagesne after the other into a movie.

3. Finally, we could visualize the geographical representation of the KNIME user bageronly
the last minute/hour/day By refreshing the image at each miaflitour/day we can observe
the evolution of thecurrent geography over time.

Mainly for time reasons, we have decided to implement the first two use cases and to leave to the
reader the chienge of extending this worto the third use case.

The IP addresses accessing a web @ageusually contained ithe web log file. The welog file
though might be messy and hard to parseeixiract the information of interest For our good luck,
KNIMEoffersa Weblog Reader node that readsathe web log files.

The Weblog Readenode is part of the standard KNIME Extensionsand can be found in the
Misc/Web Analytics category in the Node Repository. The configuratindowi of the node hosts
two tabs:Input Options and Filter Options. Thegut Options tab sets the location and the format of
the Apache log file(s). The Filter Options tab sets a possible time window to esreafic time
constrainedcontentsfrom the web log file(s).

We wrote file(s), and not file, because the Weblog Read®tencan read one or more web log files

All targeted log filehaveto be specified in the first two text boxdEig. 1)as a file path/url or as a

folder path/urlin the Input Options tablf you specify a folder rather than a single file, you icaert

a regular expressioh Y G KS a5ANBOG 2 NBto @ YrilySsghie f thelffilésinStiel ¢ 0 2 |
folder. Wildcard expressions are not allowed.

After that, you need to define the formats used in your log file(s): the locale, the datetime, and the
log format. The locale settinis necessary to parse dates correctly. The default locale is en_US, which
works for most of the web servers. The date java formadl$® necessary to read dates and the
default format provided in the configuration windoagainworks formost of the web servex.
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Figurel. Weblog Reader node: Input Optiortab

- Dialeg - 0:23 - Weblog Reader(read webleg) o= E) @
File

Input options | Filter options | Flow Variables | Memory Policy

sﬂp:,t',"mim{ l.’varﬂogfapad' - Browse... @ + 3
v Browse... ~AE 3R 2

Directory contents pattern

Locale len_Us =

Date/tme format dd/MMM/yyyy:HH:mm:ss 2222

Log format %y %h %l % %t "%er” a5 %eb v
Split request field

[ Analyze log

Lok J[ sy |[ coce |[@]

Finally, you need to specify the format for a complete log line, as spedifiethe Apache
configuration file. ¥u can check thdull syntax in the Weblog Readeode description @, even
better, in the Apache documentatiorDifferent log formats can be used alone or combined to read
differentlog linesL ¥ @& 2 dz! §fl X @ {ith®Findt @ &f the first file is read and analyzed with
the given format. If the format matches, you will get a preview of the columns and types. The types
and columns names are hamtbded and cannot be changed.

In the second talfFig. 2)you can speéy time ranges for requests you want to include in the output
data table All requess outside the specifiedime range are filtered out. The start date is inclusive
whereas the end date is exclusive.

Figure2. Weblog Reader node=ilter Optionstab

- Dialog - 3:23 - Weblog Reader(read weblog) EI@
File
-Input options | Filter options | Flow Variables I Memory Policy
Start date 04.12.2013
Hour: | 1715 Minute: | 0% || second: | 0
End date 11.12.2013

[¥] Hour: | 1832 V] Minute: | 0% [F]Second: | 0

ok |[ appy ][ Cancel

We set our Weblog Reader node to read the access.log file of our Apache server on a time window
from December 8 (included) to December 12(excluded) 2013Notice thaton December 6 2013

the new KNIME 2.9 had been released. At this point in time and for a few following daysfrtiaest

active KNIME users have been updating their installation with the new version. We therefore
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considered this oneveek time window as the most suitaltie give us a representative picture of the
geographical distribution of the KNIME udasearound the world.

z

la £23 F2 NWiv%h % wisesREeE 6 KAOK YSEya G2 SEGNF OGY

- %y the virtual host the request was sent to

- 9%h the remote host, thasithe client IP address

- %l the remote logname, if identification is required
- %u the remote user, if identification is required

- %t the request timestamp

- %r the request

- %>ghe HTTP status code

- %b the response size in bytes

This log formatafter the nodeexecution,produces the data table in figure 3.

Figure3. The Web Log Table as generated by the Weblog Reader adttelog format %v %h %dou %t "%r" %s %b

- Weblog table - 0:23 - Weblog Reader{read weblog) = [&
File

Tabie “defauit” - Rows: 814848 | Spec - Columns: a| Pfoocrml Flow Variables

RowlD | § Wialhost | § Remote host § Remotekogname | § Remoteuser | 2% Reauest time | Stas | L Sae of response.... |
Rowss krime _org = g - 0. Dez. 2013 D0:00:59.000 . 200 520
Aowss krime.org I " |05, Dez. 2013 00:00:59.000 [a0a laz77
Row?0 krime._org x - 05.Dez. 2013 00:00:59.000 ... [200 la
Row7l lkrime.org I " |05, Dez. 2013 00:00:59.000 . [200 1847127
Row72 krime_org - - |05, Dez.2013 00:01:00.000 . |ana 4380
Row73 fkréme.org I . |05, Dez. 2013 00:01:00.000 ... [200 |3
Row74 krime_org - - |05.Dez.2013 00:01:00.000 - [200 |72588
Row7s Jrime.org - . |05, Dez. 2013 00:01:00.000 .. 404 4380
Row7s krime_arg - - |05.Dez.2013 00:01:00.000 .. [200 |3
Row77 Jrme_arg . . |05, Dez. 2013 00-01:00.000 ... 200 34279
RowT8 krime_arg - - |05.Dez.2013 00:01:01.000 [ana lazm0
Row79 Jrime._org - - 105, bez. 2013 00:01:02.000 ... [0 3
Rawdl krime_org n . |05.be2. 2013 00:01:02.000 . 404 |3
Rowd1 Jrime._org - - 105, Dez. 2013 00:01:02.000 ! 4fcompositeContent... [#H4 3
Rowd2 frime.org - - [05.0ex. 2013 00:0L:03.000  |HEAD /update/2.6/2.6, HcompasiteContent... |200 i
Rawd3 Jrime.org - - [05.0ez. 2013 00:01:03.000  |GET fugedat frompostetanient, .. |200 520
Rowd4 Jerime.org - - [05.0e2.2013 00:01:03.000 _|GET Jupdat forg knime.update.o... [404 4378
Rowds Jerime.org I - [05.0e2. 2003 00:01:03.000  HEAD fupdate/2.6/2.6 4forg e update. . (200 ] =

S A

%h extracts the remote host,e. its IP address. For prisareasonsthe IP addresses have been
masked in figure &nd only the first three digits of the IP addresses are storedhe systemfor
future purposes For the same reasons, the example workflothat are downloadable from the
EXAMPLES servasea set of randomizedake |IP addresses.

From the Apache server we then retrieve the list of IP addresses that have accessed the web site
the defined timewindow. The next steps now are:

- to extract only those IP addresses who have downloaded or ated the KNIME data
analytics platform

- to associate each IP address with a specific world region

- to displaythe IP address as a point on the corresponding regiahe world map

It is quite easy to isolatthe requests pertaining to downloads and updates. Indeed, as we can see in
FAIAdINBE o GKS RFEGEF O2f dzYy v loMitRebmorssy tgps, dandludingd 2 v i |-
bD9 ¢ K1Y AYS{QRZab y firdthll&iark X package  downloads and  "GET

K dzLJR | ig&rin¥exfedtures.base " .for the update requests.

In order to filter these two request types onlye just need to use two Row Filter nodes wtitie
wild card flag enabled, followed by a Concatenate node. Alternatively, and probably more practically,
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we can use only one node, the Ritlased Row Filter nod@-ig.4), covering both row filtering rules,
like:

$Request$ LIKE "GET /knime_downloads/*" => TRUE
$Request$ LIKE "GET /update/*/org.knime.features.base_*" => TRUE

Figure 4. The Rulbased Row Filter node used to include only downloads and updaeguests
. Dialog - 2:65 - Rule-based Row Filter(include only) [ ]

File

Rule Editor | Flow Variables | Memary Policy|

Column List Category Description
ROWID Al ] L B o
ROu | ¥ | |Checks whether the value of the left expression is like the wildcard pattern defined by
ROL.VJCEE A the right expression
- oL For example: $Col05 LIKE "H?llo*"
S Virtual host PE) T
S Remote host P =
S Remote logname )
S Remote user 152
E) Request time Ia=7
S Request 2 AND ? 3
I Status 7N 7
L size of response (ind. headers) | prgme=p
? MATCHES ?
70R7? L
- ?XOR?
. . FALSE
Flow Variable List MISETNG 2 - -
& knime.workspace
Expression
1 // enter ordered set of rules, e.g.: -
2 f/ %double column name$ > 5.8 => FALSE L
3 ff %string column name$ LIKE "*blue*" =»> FALSE 3

4 /f TRUE => TRUE
5 %ZRequest$® LIKE "GET /knime_downloads/*" =» TRUE
5 TRequest$ LIKE "GET /fupdate/*/org.knime.features.base_*¥" =» TRUE

@ Indude TRUE matches () Exclude TRUE matches

[ ok || apply |[ Cancel

The Rulebased Row Filtenode allows the user to defina list of rulesin its editor spaceRules
consist & a condition part (antecedent)which must evaluate td RUEOr FALSE and an outcome
part (consequent- which followsthe => symboandassumavalueeither TRUEBr FALSE

During execution, each rule applied to each row of the input data tabld:the first matching rule
hasoutcome TRUEthe datarow isincluded inthe output data tablejf the first matching rule yields
to FALSE, the data roiwexcludedfrom the output data table If no rule matches théatarow, the

data rowis excluded. Inclusion and exclusion may be invertdswitching the enabled radio butto
below the rule editor frame

You can also write comments in the rule edifoame to explain the field of action aridr the
reasoning behind each rule. A comment line starts WittAnything after // is not interpreted by the
rule enginelogical expressions can be grouped witparentheses.

The Rulébased Row Filter node automatically accepts * as the wild card igaddition, ROWID

ROWINDEXandROWCOUNGan be used to build a rule, respectively to express the RowlD, the row
index ard the number of table rows
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Nowthat we have the IP addresse§ KNIME downloads and updatess extract the list of unique IP
addresses using a GroupByde.

IP numbers, calculated from IP addresses, have been assigned to specific regions of the world. We
then need the map that associates ranges of IP numbers to geographical lscatioterms of
latitude and longitude, in order to display IP addresses as points on a world map

The web siténttp://www.maxmind.com/en/city offers the location vsIP address map both asweb
service andhsa v file We downloaded thesv filemapand weimportedit into an sqlite database.

In the workflow then &fter reading the map from the database, we get the data table displayed in
figure 5, where we can see the IP numbianges (from ip_start to ip_end) and the corresponding
latitude and longitude coordinates.

Figure 5. The Rulbased Row Filter node used to include only downloads and updates data rows

i Processed data - 0:28 - RowID(RowID) = e |
File
Table “default” - Rows: 1903155 | Spec - Columns: 13 | Properties | Flow Variab\esl
Row ID | ip_start | ip_end | loc_id J locid(... | § country...| § region_..| § dty_name| § postal_...|| D latitude | D longitude ||§ metro_... [ § area_c... | § RowID

Rowl 16777216 16777471 L7 17 WAl -27 133 Row 1 -

Row2 16777472 16778239 isl 49 ICN 35 105 Row?

Row3 16778240 16778495 114409 14409 Al o7 Melbourne -37.814 144.963 Row3

Row4 16778496 16778527 PO4204 204204 WAl o7 Melbourne 3000 -37.823 144.973 Rows

Row5 16778528 16778751 114405 14409 Al o7 Melbourne -37.814 144.963 RowS

Rowé 16778752 16779263 17 17 Al -27 133 Rowé6

Row7 16779264 16781311 il 49 ICN 35 105 Row?

Rowd 16781312 16785407 14514 14614 P 40 [Tokyo 35.685 139.751 Rowd

Rowd 16735408 16793599 H7667 147667 ICN 30 Guangzhou 23.117 113.25 Rows

Row10 16793600 15309983 111 111 P 35.69 139.69 Row 10

Rowll 16809984 16810239 p2537 22537 [TH 40 Bangkok 13.754 100.501 Rowll

Row12 16810240 16811007 P03 203 [TH 15 100 Row12

Row13 16811008 16811263 1186241 186241 [TH 54 Amphawa 13.424 99.957 Row13

Rowi4 16811264 16311519 P2537 22537 [TH 40 Bangkok 13.754 100.501 Row14

Row15 16811520 16812031 (149853 1449853 [TH 40 Bangkok 75000 13.754 100.501 Rowl5

Rowl6 16812032 16814335 209 209 [TH 15 100 Row 16

Rowi7 16814336 16814591 1111885 111885 [TH 58 Chumphan 10.5 99.167 Rowl?

Row1B 16814552 16815103 ] 209 [TH 15 100 Row13 -

To convert an IP address, X.y.z.k, into the correspondingitiber, we use a Math Formula node
implementing:

IP number = x * 16777216 +y * 65536 + z * 256 + k

The resulting IP numbers acellected into bins, as defined in the map data table of figure 5. Each bin
starts fromip_start, ends inip_end and it s labelled with the RowID of the map data table. That is if
IP_number falls between ip_start and ip_end of row n, it will endhupe bucket labelledRowng.

For this binning operation wese a BinngDictionary) nodewhichrequiresadictionarytable for the
bin settingsat the lower input port. We use the map data tablesathe dictionary tablethus,
connectingit to the lower input port We then connecthe IP humbers coming from the Apache web
log fileto the upper input port. INumber is the data column to bin, ip_start ar €nd the bin
boundaries, and RowID the bin label (Fig. 6).

We have now the IP address, the IP number, and the bin label. Each bin label corresponds to an IP
number range [ip_start, ip_end), which also corresponds to a world region localized through its
latitude and longitude coordinatesWe need to pull in these geographical coordinafi@seach IP
number rangefrom the original mapdata table In order to achieve this, we join the original map

data table with thelP number binsisingthe RowlID as the joining key.

We have now all we need for the géacalization of each IP address: the IP address, its latitude and
longitude.
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Figure 6. Configuration window of the Binner(Dictionary) node

-a Dialog - 0:27 - Binner (Dictionary)(IP numbers) EIIEI

File

Configuration | Flow Variables | Memory Policy|

Value Column to bin (1stport): | | IP-Number w |
Lower Bound Column (2nd port): | | ip_start - Indusive
Upper Bound Column (2nd port): | | ip_end - Indusive
Label Column {2nd part): | S RowID v |
If no rule matches: 7 Fail

@) Insert Missing

Search pattern: “ Linear
@) Binary
QK I l Apply J I Cancel

For the gedocalization task, KNIME offers an integration wite OpenStredtlap libraries.

The OpenStredap project (http://www.openstreetmap.org creates and distributes freevorld
geographic dataConnectig to the OpenStreetMap API you can localize and visualize a point on a
world map through its latitude and longitude coordinates. The projeatiki
(http://wiki.openstreetmap.org/wiki/Main_Pagg can teach youmore about implementation and
connection details.

KNIME has made available an OpenStreetMap integration extension under KNIME Labs Extensions /
Open Street Map Integration. This package is installed in the KNIME Labs category under @pen Stre
Map (Fig. 7)and, as of KNIME 2,2ontains two nodes onhyOSM Map View and OSM Map to Image.

OSM Map View provides an @ractive view on OpenStreetMa@SM Map to Image generates an

image of a selected section of the world map. Both nodes require an Internet connection.

Figure 7. The Operntr@et Map category in the Node &ository

A MNode Repository

OsM] -
- KNIME Labs
#+ Open Street Map
s+ 0SM Map View
#+ 05M Map to Image

We are notreallyinterested in localizing every single IP address, but rather in visualizing the number
of downloads/updates for each world location. The first thing to do then is to count the number of IP
addresses by location, i.e. by latitude and longitwdth a GroupBy node

The OSM May¥iew node reads the latitude and longitude coordinates for each input data row from
two columns of the input data table. Additional information can be displayed when hovering over
each point like the country, the city, and the number of IP addressesdaurthis location All this
information needs to be provided in the node configuration window (Fig. 8).
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Figure 8. Configuration window of the OSM Map View node

_a Dialog - 0:44 - O5M Map Viewflatit. vs. logit.) [ a0 =]
File
Options | Flow Variables I Memary Policyl
Coordinates of map markers
Latitude | D latitude | Longitude I D longitude -
Hover infao
@ Manual Selection Wildcard fRegex Selection () Type Selection
r Exclude Select - Include
Column(s): Column(s):
[ select all search hits [7] select all search hits
D latitude addall »> S country_code
D longitude S cdty_name
S dummy | Count(IF)
~) Enforce exdusion @ Enforce indusion
[ oK I I Apply I I Cancel

Once executed, the OSM Map View ngateduces an interactive viewf the number of downloads
per locationover the whole worldFig. 9) This interactive view also includesitng, as you can see
from the Hilite option in the top menu of the node view.

General5 I G +#ASga LINPLISNIASa FLILXe G2 GKS h{a al LJ
point shapeis set to a circle, the color to a heatmap on the number of IP addresses (light blue for a

low count, red for a highcount), and the size as proportional to the number of IP addresses.
Therefore, darge red circle indicates a very large numbgeiP addresses downloading KNIME in that
location. A small light blue circle indicates one or two KNIME downloadsSuonye of the IP ranges

only have the country code and no city and therefore the biggest and reddest points on the map
usuallyrefer to a full ountry with no specific city.

From the interactive map reported in figure 9, you can see that, around the end of 2013, Europe
hosts most of the KNIME users, followed by USA, India, and China.

Now we want to incorporate th@nagein figure 9 into a report together with a pie chart displaying
the percentages of unique downloads by countijhe data for the pie chart is produced by counting
the IP addresses by country with a GroupBYy node.

Theworld mapimage in figure 9s exported into the report by using an OSM Map to Image and an

Image to Table nodelThe OSM Map to Image node works similarly to the OSM Map Wagle. It

reads the point latitude and longitude from selected input data columns in the Map MarkdFigb

11) and it déplays the point on a world map as defined in the Options @@&iy. 10)of the

configuration window Once executedhe node produces the data table and the world image at the
outputports.Counth S& A GK fSaa GKIY o3 R2¢gyf2FRa NS IANR
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Figure 9. Interactive view generated by the OSM Map View node after execution
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to Image node configuration window of the OSM Map to
Image node
File
Ot | Map Marker | Fow Variables [ Memory Poicy] File
L I | Options | Map Marker | Fiow Variables [ Memory Poiey
Latitde
Longitde
ook J[ ey [ concel |
nmtmmmun.m,mummm,mdle&mm
Longitude 1[177,18755]  Latitude 1 [60,9304%]  Longitude 2 Latitude 2
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Figure 12 Staticreport with the image generated by the OSM Map to Image node

KNIME Downloads by Country
Dec 5-11 2013

UsA
Germany
India
China
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Italy
France
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EEEECOEDON

other

# Downloads

r
":; Created with KNIME Report Designer. Provided by KNIME.com AG, Zurich, Switzerland

Geo-location of KNIME user base

Geo-location of KNIME Downloads around the world, Dec 5 - 11 2013

Figure 13. Thégeolocalization IP_statiti nmo ¢ @2 NJ Tt 24

The final report page is shown in figure 12 and the underlying workflow, named
G3S2t 20t AT FGA2Yy YLt YHkis woikflo® is ravailable for Agivnlod fEboizNS

EXAMPLES server under

0008_WebAnalytics_and_OpenStreetMa@08004 _geolocalzation_IP_static_20¥3 &
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